DEPARTMENT OF VETERANS AFFAIRS
Washington, DC

Report to the Office of Special Counsel
OSC File Number DI-22-000682

Re: Statement ol osc File No. DI-22-000682-February 11, 2024

Comments in response to a copy of the supplemental report (herein “Report”) the U.S. Office of Special
Counsel (OSC) received from the Department of Veteran Affairs (VA) in response to allegations that
employees at the VA, Washington, D.C., engaged in conduct that may constitute a violation of law, rule,
or regulation.

Comments to VA’s Response to OSC’s Question#1:

The VA stated in their response to Question #1 in the Supplemental OSC Report “Finally, as a general
principle, an agency is obligated "to apply the law in effect at the time it renders its decision, unless
doing so would result in manifest injustice or there is statutory direction or legislative history to the
contrary."

The Agency rendered it’s decision in May 2023. On May 30, 2023, the investigator stated to the
whistleblower “My report is mostly complete though —just going through some final steps.” One month
later, June 30, 2023, the VA changed the definition of the word “data breach,” to a definiton
inconsistent with the definition of data breach in the CFR. The June 30" revised definition of the word
“data breach” in the VA Handbook is in conflict with the CFR and therefore there is “statutory direction
or legislative history to the contrary”. The 2019 VA Handbook definition of data breach that was current
at the time of the VA’s decision (May 2023) was consistent with the CFR.

The multi-thousands of documents (confirmed by the VA’'s Initial Report to OSC) in VIEWS not marked
sensitive and visible to any user resulting in the potential compromise of

the confidentiality or integrity of the data is in fact a data breach and to call it otherwise would result in
a “manifest injustice” as the victims have no rights to credit counseling and/or other legal remedies
afforded to them in the event of a data breach. The application of the 2019 policy would change the
VA’s report findings and conclusions. The probability of the information compromised is not low. One
document of one whistleblower showed 19 downloads prior to VA canceling the auditing software for
VIEWS. There are over 3.6 Million documents in VIEWS and the documents not marked sensitive were
in the multi-thousands.

38 CFR § 75.113 - Data breach

Consistent with the definition of data breach in § 75.112 of this subpart, a data breach occurs under this
subpart if there is a loss or theft of, or other unauthorized access to, other than an unauthorized access
incidental to the scope of employment, data containing sensitive personal information, in electronic or
printed form, that results in the potential compromise of the confidentiality or integrity of the data. The
term “unauthorized access” used in the definition of “data breach” includes access to an

electronic information system and includes, but is not limited to, viewing, obtaining, or using data



containing sensitive personal information in any form or in any VA information system. The phrase
“unauthorized access incidental to the scope of employment” includes instances when employees of
contractors and other entities need access to VA sensitive information in order to perform a contract or
agreement with VA but incidentally obtain access to other VA sensitive information. Accordingly, an
unauthorized access, other than an unauthorized access incidental to the scope of employment, to data
containing sensitive personal information, in electronic or printed form, that results in the potential
compromise of the confidentiality or integrity of the data, constitutes a data breach. In addition to these
circumstances, VA also interprets data breach to include circumstances in which a user misuses sensitive
personal information to which he or she has authorized access.

Unauthorized access incidental to the scope of employment means access, in accordance with VA data
security and confidentiality policies and practices, that is a by-product or result of a permitted use of the
data, that is inadvertent and cannot reasonably be prevented, and that is limited in nature.

The VIEWS data breach was not inadvertent (VA used sensitive controls for other documents but
disregarded the controls for whistleblower documents and documents that contain pii and personal
information), and it can reasonably be prevented by using the controls provided (sensitive button). The
unauthorized access to the records was not limited in nature. The report found that based on the
number of cases that users incorrectly opened in VIEWS CCM as Not Sensitive-estimated at multi-
thousands.

Comments to VA’s Response to OSC’s Question#2:

The VA stated “because of the scale and labor-intensive nature of any such project, attempting to
determine past users who improperly opened cases would likely involve many hundreds, if not
thousands, of man-hours. It also is not clear whether such a project would be feasible given the
significant recent changes to the system. In addition, many of these mistakes in opening VIEWS cases
without the proper sensitivity may have been attributable to inadequate training and inadvertent errors.
As a result, VA does not believe such an effort to review past cases, to identify users who incorrectly
opened VIEWS cases would be an effective allocation of resources.”

P.L. 109-461 requires that in the event of a "data breach" of sensitive personal information processed or
maintained by the VA Secretary, the Secretary must ensure that as soon as possible after discovery that
either a non-VA entity or the VA's Inspector General conduct an independent risk analysis of the data
breach to determine the level of risk associated with the data breach for the potential misuse of any
sensitive personal information. Based upon the risk analysis, if the Secretary determines that a
reasonable risk exists of the potential misuse of sensitive personal information, the Secretary must
provide credit protection services in accordance with regulations issued by the VA Secretary. This law
does not mention allocation of resources and/or thousands of man hours to determine the extent of the
data breach as a bar to accountability.

The Privacy Act of 1974 provides that if any officer or employee of a government agency knowingly and
willfully discloses personally identifiable information will be found guilty of a misdemeanor and fined a
maximum of $5,000. Also, if any agency employee or official willfully maintains a system of records
without disclosing its existence and relevant details as specified above can be fined a maximum of

















